
​A Quick Reference Guide​
​for Election Officials​
​What election officials can do now to prepare for the risk of​
​external interference by federal actors​

​In recen​​t years, America​​’s election officials have​​faced unprecedented pressure from individuals attempting​
​to influence election administration through mass​​challenges​​to voter eligibility, surging public records​​requests​​,​
​and outright harassment and​​intimidation​​. As the 2026​​midterm elections draw near, election officials are now​
​confronting a new question:​​What role, if any, does​​the federal government have in overseeing elections​​?​

​The law is clear: State and local election offices are responsible for administering American elections, and the​
​federal government’s role is a narrow, supporting one. Indeed, the law specifies that federal actors cannot use​
​their official authority to interfere with federal elections:​​18 U.S.C. § 595​​makes it a crime for “a​​person employed​
​in any administrative position by the United States, or by any depa​​rtment or agency thereof,” to use their​​“official​
​authority for the purpose of interfering with, or affecting” a federal election.​

​This guide is designed to help election officials prepare for and respond to possible scenarios involving​
​interference by federal actors. Keep in mind, each state’s laws governing elections, privacy, and public records vary,​
​and guidance may need to be calibrated accordingly.​

​Disclaimer:​​This document does not offer legal advice,​​and is not intended to create an attorney-client relationship with Protect​
​Democracy or the Brennan Center. Protect Democracy and the Brennan Center do not control or guarantee the accuracy or​
​completeness of information maintained by other entities referenced or linked in this document​​.​

https://protectdemocracy.org/work/voter-challenges/
https://electioninnovation.org/research/public-records-requests/
https://www.brennancenter.org/our-work/analysis-opinion/survey-finds-election-officials-want-more-support-amid-federal-cutbacks
https://www.law.cornell.edu/uscode/text/18/595


​These interference scenarios may include, but are not limited to, the following:​

​The president claims authority to control election infrastructure or procedures through an Executive Order.​

​President Trump has already issued two executive orders that attempt to impose new national standards​
​regarding elections. Both orders have been challenged in court, and the first has largely been​​blocked​​by federal​
​courts on the grounds that the​​Constitution​​delegates​​authority over election administration to the states and​
​Congress—not the president.​

​The DOJ demands voters’ confidential personal data from state voter files.​

​In recent months, the DOJ has​​sought​​nearly every​​state’s full unredacted voter rolls, including confidential data​
​such as social security numbers and driver’s license numbers. Federal courts have consistently​​held​​that​​the DOJ​
​lacks blanket authority to obtain this information.​

​Military personnel or federal law enforcement agents are deployed to conduct checkpoints around polling​
​locations.​

​The Trump administration has deployed the National Guard to American cities in recent months and​​has​​not ruled​
​out​​stationing ICE or other federal agents around​​polling locations in November. Such a deployment could be​
​challenged under federal laws that​​prohibit​​stationing​​troops at election sites or the​​unlawful intimidation​​of voters.​

​Federal law enforcement agents attempt to seize ballots and/or election equipment during an active​
​election.​

​In early 2026, the FBI​​seized​​ballots from the 2020​​election in Fulton County, Georgia and has since sought records​
​from​​other​​jurisdictions​​. Similar federal law enforcement​​demands for access to election materials in November​
​could threaten state-mandated​​chain-of-custody requirements​​or unlawfully​​disrupt​​election administration.​

​Federal officials urge citizen groups to patrol ballot drop boxes and polling places in order to prevent​
​so-called “illegal” voting.​

​In previous election cycles,​​narratives​​concerning​​election fraud have led​​unsanctioned “poll-watchers”​​to engage​
​in​​illegal voter intimidation​​and harassment at the​​ballot box.​
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https://www.politico.com/news/2025/06/13/donald-trump-elections-executive-order-ruling-00405109
https://constitutioncenter.org/the-constitution/articles/article-i/clauses/750
https://protectdemocracy.org/work/dojs-attempt-to-acquire-state-voter-data-explained/
https://www.brennancenter.org/our-work/analysis-opinion/federal-courts-reject-trump-administrations-attempts-obtain-private-voter
https://www.democracydocket.com/news-alerts/white-house-cant-guarantee-ice-wont-be-at-polls/
https://www.democracydocket.com/news-alerts/white-house-cant-guarantee-ice-wont-be-at-polls/
https://www.law.cornell.edu/uscode/text/18/592
https://www.law.cornell.edu/uscode/text/42/1985
https://www.fox5atlanta.com/news/fulton-county-elections-fbi-raid-search-warrants
https://www.npr.org/2026/03/09/nx-s1-5742633/arizona-maricopa-county-2020-records-petersen
https://www.nbcnews.com/politics/elections/justice-department-demands-michigan-county-turn-2024-ballots-rcna340891
https://www.brennancenter.org/our-work/research-reports/how-state-legislators-can-protect-election-integrity-and-security
https://www.law.cornell.edu/uscode/text/18/595
https://protect.checkpoint.com/v2/r01/___https://protectdemocracy.org/work/protect-democracy-sues-2000-mules/___.YzJ1OnByb3RlY3RkZW1vY3JhY3k6Yzpnb29nbGVfbWFpbF9hdHRhY2htZW50Ojg3OGZmMjAwMmRlZWFmMTQxODY1OWY3NmJmNWQxNGNmOjc6ODE4NToxMjBkZDljZmEzMTI1YjgyN2U2YmE4OGNjNWJkOTBlYTA5ZmUwYzM1OWU4MzFiNWRiNWFiMjVjOGRiN2MwNzc1OnA6VDpG
https://protectdemocracy.org/work/league-of-women-voters-of-arizona-vs-lions-of-liberty-llc-et-al/
https://www.politico.com/news/2022/11/01/arizona-poll-watchers-restraining-order-00064559


​What Election Officials Can Do to Prepare for these Scenarios​

​Before Election Season​

​As soon as practicable, and in advance of any external interference, meet with counsel for your​
​jurisdiction to discuss the potential for external interference and plan an emergency legal response.​

​Train election staff and volunteers on how to respond to subpoenas, warrants, efforts to seize property,​
​and the presence of armed persons.​

​Coordinate with custodians of any off-site storage locations where retained election records are held​
​on communication protocols and how to respond to any subpoenas or warrants to seize materials.​

​Draft legal motions for emergency relief in court to maintain the integrity of the election and chain of​
​custody, including emergency injunctions to prevent intimidation, or for neutral temporary custody of​
​sensitive election materials, such as custody with a​​special master​​.​

​Identify state-level officials for inclusion in  communication and response plans, as well as contacts in​
​local law enforcement and your jurisdiction’s legal department.​

​Determine who in your office may accept service of process or a subpoena.​

​Use tabletop exercises to refine responses and identify clear roles and responsibilities for local law​
​enforcement and staff.​

​Reassure local partners, community stakeholders, and other agencies that you are engaged in​
​preparations. Urge community groups to remain peaceful in exercising their civil rights.​

​Establish protocols for identifying and correcting election misinformation, and ensure voters receive​
​accurate, timely information.​

​Clarify staff members’ roles and responsibilities ahead of and during the election.​

​Communicate internal procedures for staff concerning record retention, data privacy, legal compliance,​
​communications, and physical/cyber security.​

​Limit internal and external access to sensitive physical and electronic materials.​

​Determine whether your voting system produces images or other backup records of ballots, and if so,​
​understand where those files are stored.​

​Consider​​posting signage​​regarding any weapons prohibitions​​in your jurisdiction at in-person voting​
​locations, especially those with adjacent ballot drop boxes and drop-off locations.​

​Develop​​continuity of operations plans​​with your state’s​​election chief (if possible) and other local​
​jurisdictions in the event voting equipment is seized or destroyed.​
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https://kesq.com/news/local-news/2026/04/10/ag-bonta-sheriff-bianco-agree-to-pause-riverside-court-fight-as-california-supreme-court-takes-over-ballot-seizure-case/
https://www.brennancenter.org/our-work/research-reports/gun-safety-signage-and-instructions-polling-places
https://www.eac.gov/election-officials/contingency-planning


​During Election Season​

​Immediately contact your office’s legal team before taking responsive action. Ensure that staff and​
​volunteers know they should not obstruct the execution of a lawful warrant.​

​Request a lawful order​​if federal officers attempt​​any seizure of ballots, voting machines, or election​
​records. Ask the officer which agency they represent and ask to see ID—which you may record or​
​photograph. Scrutinize the order carefully. Refer any questions asked by officers to your legal team.​

​Observe and document everything, including communications with federal officials and the location and​
​behavior of any federal presence or external groups near polling sites. Video record service of any​
​subpoena or warrant.​

​If possible, take photos of tamper-evident seals and other security measures on ballot boxes and​
​equipment before they are seized in order to compare and evaluate chain-of-custody compliance​
​when items are returned.​

​With the help of counsel, file any necessary legal papers to ensure the physical security of election​
​materials and polling locations.​
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https://static1.squarespace.com/static/6823f05437435a0318d7b830/t/69b85a0b2ef7ca72f083dea2/1773689355972/Know+Your+Rights+-+What+Happens+If+Law+Enforcement+Requests+or+Compels+Election-Related+Information%2C+Records%2C+or+Equipment+from+You+or+Your+Organization.pdf


​The Brennan Center for Justice at NYU Law​
​is an independent, nonpartisan law and​
​policy organization that works to reform,​
​revitalize, and defend our country’s systems​
​of democracy and justice.​

​brennancenter.org​

​Protect Democracy is a nonpartisan​
​nonprofit organization dedicated​
​to preventing American democracy​
​from declining into a more authoritarian​
​form of government.​

​protectdemocracy.org​

https://brennancenter.org/
https://protectdemocracy.org/

